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Driver Monitoring Systems 
A B S T R A C T   
We are facing an increase in the emergence of distracting activities while driving. This is especially the case for 
young people who, more than other age groups, employ their cars as a place of personal fulfilment. This study 
proposes an interdisciplinary safe-by-design (SbD) heuristic to address this emerging risk. It harnesses a German 
version of the Behaviour of Young Novice Driver Scale (BYNDS) to gather representative information about 
young people’s distracting activities. This information is then used to address to limitations of Driver Monitoring 
Systems (DMS) and posit safety measures in the context of young driver distraction. Our novel approach reveals 
three recommendations that should guide the employment of DMS in future generations of cars. We argue that 
the sole use of DMS Type 1 (i.e. vehicle motion data) is not sufficient to cope with the complex range of dis-
tracting activities that occur inside the car. We suggest designers and technologists employ DMS Type 2 (i.e. 
cameras and acoustic sensors) as this makes it possible to capture rich information about humans, objects and 
their interaction. In light of concerns about data privacy, policymakers must act to regulate the ethical use of data 
from the inside of the car and to find the necessary trade-off between data privacy and the unnecessary attrition 
of young human lives. This research provides a reasonable foundation for this discussion.   
1. Introduction 
We are approaching a new era of driving, where we will increasingly 
witness a move towards shared driving responsibilities between the 
human driver and the vehicle. Although remarkable technological im-
provements and public health efforts led to a decline in motor vehicle 
fatalities in the past two decades, recent data shows an increase in death 
rates for adolescents between 2013 and 2016 [1]. That increase has been 
postulated to be secondary to the young peoples’ rising performance of 
distracting activities when operating a vehicle [2]. Young people 
employ the car beyond its mean of transportation [3,4]. They experience 
the car as a space that allows independent personal fulfilment [3]. As a 
result, a multitude of secondary activities occur in the inside of the car 
[5–7]. This includes the use of mobile devices that significantly 
contribute to driver distraction [1,8]. 
Future generations of cars need to address the safety hazard by 
employing technologies that report distracted behaviour back to the 
driver. Driver Monitoring Systems (DMS) present a solution to solve that 
problem. Due to a variety of sensors and data processing algorithms, 
they can capture real-time insights from the interior and exterior of the 
vehicle [9,10]. Therefore, DMS allows for an understanding of the 
complex and dynamic interplay between the driver, vehicle and envi-
ronment. This makes the identification and communication of distract-
ing activities feasible. However, in contrast to phenomena like fatigue 
detection [11–15], the need for designers and technologist to employ 
DMS is understated. DMS is required in order to systematically increase 
the robustness and resilience of young drivers’ attentive behaviour. This 
paper introduces an original interdisciplinary safe-by-design (SbD) 
heuristic to address this lacuna. It offers a springboard and demonstrates 
how to use tools like the Behaviour of Young Novice Drivers Scale 
(BYNDS) to gather evidence about distracting behaviours performed by 
young people. With that knowledge, researchers can reliably address the 
limits of DMS and improve safety benefits. This interdisciplinary 
approach represents an as-of-yet unexplored opportunity in terms of 
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road safety for young people. 
2. Applied safe-by-design heuristic 
In several engineering disciplines, designing for safety has a long 
tradition. New sub-disciplines such as safety science and safety engi-
neering have proposed various methods to assess risks and reduce or 
eliminate them through design. According to van de Poel and Robaey 
[16]; there are at least three different ways to understand the concept of 
SbD. One way is to imply that risks are already assessed in the design 
phase so that SbD can be understood as an approach to risk analysis or 
risk assessment. An alternative way is to interpret SbD as a specific 
strategy for risk management; for instance, by built-in safety assess-
ments or addressing SbD measures. The third way is to understand SbD 
as a result of the design process and, more specifically, as the absence of 
risks when technology is introduced to the market. Following the second 
interpretation of SbD, we understand SbD as a flexible and interdisci-
plinary way to think of strategic risk displacement. 
As previously stated, to address the risk of young driver distraction, 
we need safety features that are not only designed to prevent the crash 
event itself but that aim to reiterate that drivers are responsible for their 
risky actions. The targeted employment of DMS is crucial to address this 
challenge. DMS gather and process real-time insight from the interior 
and exterior of the vehicle [9]. These insights allow for an identification 
of individual activities that are unrelated to the driving task. 
Motivated by the phenomena mentioned above, this study proposes 
an SbD heuristic that makes use of the benefits of quantitative social 
science to focus the design process on reliable and representative in-
formation about distracting activities performed by young drivers (e.g. 
talking to a passenger, texting while driving). 
Fig. 1 presents the applied SbD heuristic. The first part of the outlined 
SbD heuristic reverts to the Behaviour of Young Novice Drivers Scale 
designed by Scott-Parker, Watson, and King [17] in Australia. On a 
self-reporting basis, this standardised measurement tool permits the 
surveillance of a range of risky driving behaviours carried out by young 
people, including distracted activities. Since its development, many re-
searchers around the world have validated and improved the BYNDS in 
different youth populations, inclusive of New Zealand [18], Columbia 
[19,20], Lithuania [21], as well as Argentina and Mexico [22]. A recent 
publication on the BYNDS has extended it to a German context [23]. 
Their research highlights the importance of temporally appropriate 
scales and thereby allows the increased diversity of young people’s risky 
driving to be captured by an updated set of BYNDS items. In particular, 
the researchers took into account the elevated use of the smartphone, 
which lead to a corresponding rise in the phenomena of distracted 
driving. Their efforts lead to a timely commensurate version of the 
original BYNDS that allows some of its temporal limitations to be 
overcome. The present study uses the same data used in the German 
study. 
In Germany, there exist a slight surplus of men (M: 52% vs F: 48%) in 
the cohort of young people aged 18–24 years [24]. However, the 
penetration of driving licences is higher amongst women (67%) than 
amongst men (62%), so that the gender ratio in the population of “18 to 
24-year-olds with driving licences” is balanced (i.e. 50% vs 50%) [24, 
25]. On that basis, we applied the questionnaire to a stratified sample of 
700 young German drivers (350 females and 350 males). According to a 
Kaiser-Meyer-Olkin measure (KMO) of 0.95, this sample size is suitable 
for further evaluation [26]. The average age of the sample was 21.41 
years (SD = 1.93). To ensure that all YNDs in our survey drive a vehicle 
regularly, participants who reported that they drive less than 1000 km 
per year were excluded from the survey. That led to an average driving 
exposure between 5000 and 10,000 km per year. Results of the 
exploratory factor analysis, in conjunction with a high Cronbach alpha 
of 0.91, suggests that the responses are a reliable source of information 
upon which to base our conclusions. 
The subsequent extraction of distracting activities was guided by 
Pettitt, Burnett, and Stevens’ [27] definition of driver distraction: 
“A driver is delayed in the recognition of information necessary to safely 
maintain the lateral and longitudinal control of the vehicle (the driving 
task) due to some event, activity, object or person, within or outside the 
vehicle that compels or tends to induce the drivers, shifting attention away 
from the driving task by compromising the driver’s auditory, biome-
chanical, cognitive or visual faculties, or combinations thereof.” 
Table 1 in Section 3.2 presents the results of the extraction. The 
distribution of responses was calculated to aggregate three classes of 
interaction: those who were distracted by a specific behaviour ‘almost 
always’, those who were distracted by a specific behaviour ‘often’, and 
those who were distracted by a specific behaviour ‘occasionally’. 
In the last steps of the SbD heuristic, we harness the representative 
Fig. 1. Interdisciplinary SbD heuristic.  
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information about young driver distraction to address the limitations of 
DMS and improve safety benefits. Moreover, this study aims to propose a 
new way to think about the benefits of interdisciplinary SbD heuristics to 
create safer technologies based on representative and reliable usage 
information. 
With this solid background on driver distraction, research has shown 
that young drivers are significantly more likely to engage in driver 
distraction than older drivers [7,28]. Their association with distraction 
can be attributed to the age related factors that occur throughout the 
transition to adulthood. McEvoy, Stevenson, and Woodward [6] con-
ducted a representative survey in two Australian states to research the 
occurrence of driver distraction in road traffic. They discovered that 
young drivers engage in distracting activities every 6 min while driving. 
Lee, Young, and Regan [29] argue that the extent to which distractions 
affect the performance of drivers relies on four moderating factors. 
These factors include the task complexity, current driving demands, 
driver experience and skills. Attributable to the inexperience of a young 
person behind the steering wheel, driving skills are less automated and 
thus more demanding [30,31]. Therefore, depending on the complexity 
of a driving situation, young drivers are much more endangered in 
traffic environments when engaging in distracting activities than their 
older and more experienced counterparts. On these grounds, this study 
aims to ensure that this societal challenge is brought into focus when 
examining the effectiveness of DMS, which is the reason we exclusively 
surveyed driver distraction among young people aged 18–24 years. 
3. Field study of young people’s distracting activities 
3.1. Sample description 
In total, 700 young German drivers aged 18 to 24 responded to our 
survey (average age = 21.41; standard deviation = 1.93). Some 250 
out of the 700 live with their parents. 436 adolescents hold a university 
entrance qualification, and 342 participants reported being a student. 
By contrast, 164 participants completed an apprenticeship. Almost all 
participants indicated a great willingness to invest more than €500 for 
a smartphone. At the same time, the majority of young drivers would 
not spend more than €20,000 for a vehicle. In term of driving volume, 
the largest group of respondents (N = 207) indicated a driving expo-
sure of up to 10,000 km per year. In total, 257 young drivers have been 
involved in car crashes as a driver. The survey reveals that 61 young 
drivers needed medical treatment, suggesting young drivers are 
involved in a higher rate of severe vehicle crashes than other age 
groups. 
3.2. Sample findings on driving distraction 
This section corresponds to ‘Survey’ and ‘Analysis I’ of the intro-
duced SbD heuristic (see Fig. 1). The following analysis forms the 
foundations for Section 4 that addresses the limitations of DMS and 
suggests improved safety benefits from the investigation of distracted 
behaviours exhibited by young drivers. First, the overall data set1 was 
focused on distracting activities. Thereafter, all items that [27] indi-
cated are distracted behaviours were extracted. For instance, the item 
‘You actively take part in a conversation with your passengers’ 
(Table 1) characterises a situation where a passenger shifts the 
driver’s attention away from the driving task by compromising the 
driver’s auditory (i.e. listening), biomechanical (i.e. looking to the 
passenger), cognitive (i.e. reflecting on what has been said), and vi-
sual faculties (i.e. facial expression of the passenger). Table 1 com-
prises all extracted items and the distribution of responses for each 
item. 
Table 1 
Extracted distracted driving behaviour in accordance with the definition of driver distraction introduced by Pettitt et al. [27]: responses of 700 young drivers, 2019, 
Germany.   
Never Sometimes Occasional Often Almost Always Aggregated Data 
No Distracting Driving Behaviour N N% N N% N N% N N% N N% N N% 
01 You actively take part in a conversation with your passengers. 21 3 58 8 185 26 249 36 187 27 621 89 
02 You go for a drive with your mates giving directions to where they want to go. 68 10 168 24 294 42 113 16 57 8 464 66 
03 You eat or drink while driving. 110 16 222 32 251 36 88 13 29 4 368 53 
04 You spend attention to roadside commercials. 89 13 259 37 256 37 76 11 20 3 352 51 
05 You allow your driving style to be influenced by what mood you are in. 135 19 227 32 216 31 85 12 37 5 338 48 
06 Your driving is affected by music. 191 27 209 30 178 25 77 11 45 6 300 42 
07 Your driving is affected by negative emotions like anger or frustration. 180 26 230 33 179 26 81 12 30 4 290 42 
08 You drive faster if you are in a bad mood. 259 37 213 30 140 20 66 9 22 3 228 32 
09 You interact with your navigation system while driving. 125 18 250 36 218 31 86 12 21 3 325 46 
10 You interact with your music application (e.g. Spotify). 255 36 136 19 153 22 98 14 58 8 309 44 
11 You change the music on your smartphone. 244 35 157 22 142 20 111 16 46 7 299 43 
12 You search for music on your smartphone. 299 43 165 24 136 19 74 11 26 4 236 34 
13 You send a voice message on your smartphone. 342 49 158 23 126 18 55 8 19 3 200 29 
14 You read messages on your smartphone. 268 38 240 34 118 17 58 8 16 2 192 27 
15 You hide your phone while texting. 392 56 123 18 89 13 56 8 40 6 185 27 
16 You send text messages on your smartphone. 379 54 172 25 84 12 39 6 26 4 149 22 
17 You speak on a mobile that you hold in your hands. 455 65 152 22 56 8 26 4 11 2 93 14 
18 You try to reach an object unrelated to the driving task. 161 23 263 38 192 27 66 9 18 3 276 39 
19 You drive when you know you are tired. 152 22 289 41 192 27 54 8 13 2 259 37 
20 You drive when you think you may have been over the legal alcohol limit. 547 78 74 11 47 7 23 3 9 1 79 11 
21 You drive after taking an illicit drug such as marijuana or ecstasy. 589 84 35 5 45 6 22 3 9 1 76 10 
Note: the parts of each item written with bold font represent the ‘coded variables’ in Fig. 2; the column ‘Aggregated’ represents the aggregated data for distracting 
behaviours that young drivers perform at least occasionally (i.e. ‘Occasional’ + ‘Often’ + ‘Almost Always’). 
1 Available on request from the authors of the following research article: 
Jannusch, T., Völler, M., Murphy, F., Mullins, M [23]. A new version of the 
Behaviour of Young Novice Drivers Scale (BYNDS). Insights from a randomised 
sample of 700 German young novice drivers. Accident Analysis and Prevention. 
T. Jannusch et al.                                                                                                                                                                                                                               
Technology in Society 66 (2021) 101628
4
In order to get a focused view on distracting behaviours that young 
drivers perform at least occasionally, three classes of interaction have been 
aggregated: those who were distracted by a specific behaviour ‘almost 
always’, those who were distracted by a specific behaviour ‘often’, and 
those who were distracted by a specific behaviour ‘occasionally’. Fig. 2 
illustrates the proportion of young drivers that at least occasionally 
perform the respective distracting behaviours in a spider diagram. 
The data shows a strong peak for ‘conversation passengers’, totalling 
89% of those surveyed. This distracting activity is followed by ‘mates 
giving directions’ (66%), ‘eat or drink’ (53%) and ‘attention roadside 
commercials’ (50%). Almost 50% of German young drivers indicated 
that their driving style is influenced by their mood (48%), whereby 
related behaviours such as ‘driving affected by music’, ‘driving affected 
by negative emotions’, and ‘faster bad mood’ seem to be less common 
with 43%, 41% and 33% respectively. Some 46% of the participants 
reported that they interact with a navigation system and a similar pro-
portion of participants interacted with a music application (e.g. Spotify) 
on their smartphone while driving. Other smartphone related activities 
include ‘change music smartphone’ (43%), ‘search music smartphone’ 
(34%), ‘send voice messages smartphone’ (29%) ‘read messages smart-
phone’ (27%), ‘hide smartphone texting’ (26%), ‘send text messages’ 
(21%), and ‘speak mobile hands’ (13%) which, based on the data, seems 
to be less common among German young drivers. More than a third of 
the respondents reached for an object that was unrelated to the driving 
task at least occasionally. In addition, fatigued driving was confirmed by 
37% of German young drivers. From 700 young people, one in every ten 
reported to drive under the influence of alcohol and drugs (11%). 
Drawing on the lived experience on young drivers distracting ac-
tivities, Section 4 evaluates how to address to limits of DMS and to 
improve safety benefits. 
4. Driver Monitoring Systems 
4.1. Types of DMS 
This section corresponds to ‘Analysis II’ of the proposed SbD heu-
ristic (see Fig. 1) and provides further background on DMS. DMS are a 
stepping-stone along the path towards fully autonomous vehicles. 
Recent technological breakthroughs have led to high-performance sen-
sors at low costs [32]. Some sensors (i.e. RADAR, board cameras, LiDAR) 
already allow the equipped vehicle to understand the complex and dy-
namic interplay of the driver, vehicle, and environment. However, a 
focal point of DMS is monitoring the driver’s attentiveness, as this plays 
a main role in safe driving [9,33,34]. The subtle difference between DMS 
and assistance systems becomes clear with the layout of Fig. 3. DMS 
monitors a variety of parameters associated with the driving situation. 
The system processes relevant information, and extracts and classifies 
required features to make a decision on whether intervention is 
required. Subsequently, the driver can be alerted or provided with 
feedback on how to handle the risky situation (e.g. fatigue detection 
output = instruction to pull over and take a break). If the driver is not 
able to manage the situation, one or more assistance systems (e.g. 
automatic braking) can be activated to support the driver to prevent an 
imminent crash event [35]. 
Fig. 2. Performed distracting behaviours by young drivers, aggregated responses of occasional, often, and almost always engagement (N = 700), 2019, Germany.  
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Drivers between the ages of 15 and 29 are involved in 36% of fatal 
crashes that were caused by distracted driving. They were also respon-
sible for 53% of fatal crashes in which drivers were distracted by cell 
phone use [36]. This high crash involvement is caused by their imma-
ture safety-critical skills and their lack of hazard awareness when 
handling adverse events that occur while driving distracted. Thus, DMS 
are particularly beneficial as a way to draw the young driver’s attention 
to their driving errors and thereby significantly decrease their high crash 
involvement. This study differentiates three types of DMS. 
DMS Type 1 gathers vehicle motion data. Such data includes, for 
instance, GPS data, the steering wheel position or the pedal action to 
detect deviations from the recommended steering of the car or safe 
breaking and acceleration patterns [37,38]. A fatigued driver, for 
example, moves the steering wheel with a high amplitude, a lower ve-
locity, and a larger standard deviation of the steering angle [39,40]. 
Hence, data such as the steering wheel position can be a useful identifier 
to prevent drivers from fatigue driving [37]. However, not all vehicle 
motion data is useful to identify risky driving behaviours such as fatigue. 
For example, acceleration or braking data shows no convincing corre-
lation with driver fatigue as the variation of the driving speed also de-
pends on many other factors [39,41]. Hence, other types of DMS need to 
be applied to gather reliable information about driver distraction. 
DMS Type 2 is based on non-intrusive sensors such as cameras. 
Usually, one to three cameras are mounted in the cockpit so that they 
have a good view of the driver’s head area (i.e. behind the steering 
wheel and dashboard). As normal cameras perform poorly under wide 
brightness variation (e.g. in the night) or when a driver wears sun-
glasses, infrared cameras are employed to monitor the inside and the 
outside of the vehicle [15,42]. Recent research has focused on event 
cameras that generate a stream of asynchronous events by the use of 
neuromorphic vision sensors that capture local-light intensity changes at 
each pixel. Compared to traditional frame-based cameras, neuro-
morphic vision sensors provide several advantages, including high dy-
namic range and low latency, high temporal resolution and low energy 
consumption [10]. Other non-intrusive sensors are acoustic sensors that 
allow speech recognition or voice control with natural language 
comprehension [43,44] such as the MBUX Voice Assistance by Mercedes 
[45]. 
DMS Type 3 employs intrusive biometric sensors. Biometric sensors 
collect measurable biological characteristic (biometric signal) from a 
human being. One of the most prominent examples of an intrusive 
biometric sensor is the fingerprint sensor that is already employed in 
most modern smartphones [46,47]. Another example is the electrocar-
diogram (ECG) that gathers information about heart rate, heart rate 
variability, and respiration rate. During a driving trip this kind of in-
formation can be useful as states like fatigue or stress can be reliably 
identified by heart variability [48]. However, even if all those vital 
signals are full of helpful information to identify the driver’s state, this 
type of DMS often requires expensive sensors that need to have contact 
with the driver’s skin [49]. That makes intrusive biometric sensors hard 
to implement for driver monitoring. 
4.2. How to address to limitations of DMS and improve safety benefits 
This section corresponds to the last stage ‘Combine’ of the introduced 
SbD heuristic (see Fig. 1). It harnesses the collected representative in-
formation about young peoples’ distracted driving behaviour to perform 
a targeted analysis to address to limitations of DMS and improve safety 
benefits. The study does not provide an in-depth analysis for all the 
research being conducted in the field of DMS over the last few decades. 
This section, however, improves upon current understanding by 
applying a systematic framework of an interdisciplinary SbD heuristic 
that supports a discussion on the need and effectiveness of DMS on the 
basis of representative usage patterns provided by quantitative social 
science. 
Fig. 4 presents the results of the assessment. On the left, Fig. 4 lists 
the surveyed distracting activities that are introduced in Fig. 2. In the 
first stage, we analysed whether DMS Type 1 (i.e. vehicle motion data) 
can detect any of the respective distracting activities. If a behaviour was 
found to be detectable, no further assessment of this item has been 
conducted. In the next stage, we analysed whether DMS Type 2 (i.e. 
cameras and acoustic sensors) or a combination of DMS Type 1 and DMS 
Type 2 can identify any of the remaining items. This course of action is 
also applied for the last Type of DMS (i.e. intrusive biometric sensors).  
The following classification applies to Fig. 4:   
Red: Items are not detectable. 
Orange: Items are partially detectable by a respective DMS type. 
Light 
green: 
Items are partially detectable and there exist DMS approaches that 
provide a promising basis to design a DMS that can detect the item. 
Dark 
green: 
Items are detectable by a respective DMS type.   
4.2.1. DMS Type 1 
Accessible vehicle motion data includes using information garnered 
from entertainment and navigation systems, speed, acceleration, brake 
positions, and geolocations to identify the position or direction of travel 
[37,38,50,51]. Only the behaviour ‘interact navigation system’ was 
found to be identifiable. Nevertheless, variations in the driving style can 
be partially identified. Vehicle motion data can be used to identify the 
speed, acceleration or braking patterns. Therefore, every deviation of a 
“normal” driving behaviour can be determined. This data lays the 
foundation to fully identify driving style variations which can be, for 
instance, caused by driver emotions, music or other distracting factors 
[52–54]. In addition, driving while under the influence of prohibited 
substances (i.e. alcohol, drugs) can be identified by driving performance 
indicators such as the average and standard deviation of longitudinal 
speed and lane position [55,56]. Those approaches, nevertheless, are not 
suitable for informing a driver if a legal alcohol limit has been exceeded. 
Fatigued driving is detectable by DMS Type 1 [37]. However, the item 
19 ‘tired’ (Fig. 4) has been marked in orange as there exist other 
Fig. 3. Layout of a DMS process adapted from [9].  
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approaches using DMS Type 2 that are already more reliable to detect 
fatigue driving. 
4.2.2. DMS Type 2 
A promising approach is to use the Electrooculography (EOG) to 
identify driver drowsiness [57,58]. The EOG provides information about 
the cornea-retinal standing potential of the human eye. An eye closure of 
more than 500 ms indicates micro-sleep [59]. One of the most accepted 
and valid criteria for fatigue detection is PERcent of Eye CLOSure 
(PERCLOS) [60]. PERCLOS is a vision based method that collects data 
about eyelids movements and quantifies the duration the eye is more 
than 80% closed [61]. Under poor lightning conditions, an accurate 
PERCLOS figure is difficult to detect with a normal camera. One of the 
latest schemes uses infrared-image based CNNs to identify PERCLOS and 
blink frequency to detect fatigue [15]. This approach resulted in a high 
recognition accuracy even under poor lightning or when the driver 
wears sunglasses. This invention is a step forward in fatigue detection 
and has a high potential to provide reliable information about fatigue 
driving to the driver. 
Other distracting behaviours such as ‘Adjusting Radio’, ‘Drinking’ or 
‘Talking to Passenger’ can be detected by technologies like Intel Real-
Sense SDK. RealSense cameras gather high-quality information from the 
inside of a vehicle. This information can then be used to identify a dis-
tracting activity. In 2018, a group of researchers from Intel used a 
dataset comprising images of distracted drivers provided by the insurer 
State Farm to create a Machine Learning network that can identify a 
variety of distracted behaviours (see Fig. 5) [62]. In 2019, Kose, Kopu-
klu, Unnervik, and Rigoll [63] used the State Farm data set to apply a 
spatio-temporal approach to classify drivers’ distraction level and 
movement decision using convolutional neural networks (CNNs). Their 
approach relies on features extracted from sparely selected frames of an 
action using a pre-trained BN-Inception network. With a high classifi-
cation accuracy (99.10%) during real-time testing, their approach out-
performed the state-of-the-art techniques that are based on still image 
classification [64]. 
With regard to the distracting activities surveyed form German 
young drivers (see Table 1), this DMS can identify if a young driver is 
involved in a conversation with passengers, reads or sends a message on 
their smartphone or speaks on a hand-held mobile. Furthermore, it 
provides a promising basis upon which to fully identify when a young 
driver eats or drinks, sends voice messages, hides their phone while 
driving or engages in music related smartphone-activities while driving. 
However, for the full identification of behaviours like ‘change music 
smartphone’, ‘send voice message smartphone’ additional data about 
smartphone usage or acoustic sensor need to be employed to make the 
DMS more effective and reliable. 
Affectiva is a spin-off from the MIT Media Lab [65]. It provides a 
DMS that assesses the complex and nuanced emotional and cognitive 
state of a driver based on custom deep learning architectures, computer 
vision and speech processing in real time. The DMS of Affectiva can 
Fig. 4. Limitations and safety benefits of DMS Type 1 to 3 in the context of young peoples’ distracting activities while driving.  
Fig. 5. Examples from the Distracted Driver Dataset detectable by Intel’s Driver Distraction Classifier [63].  
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identify joy, surprise, anger, sadness and drowsiness. Combined with 
vehicle motion data from DMS Type 1, the identification of behaviours 
like ‘driving style influenced by mood’, ‘driving affected by negative 
emotions’ and ‘faster bad mood’ with regard to the aforementioned 
emotions is feasible. A more comprehensive but early state approach 
that uses facial recognition (FER) to identify the emotional state was 
introduced by Kowalczuk, Czubenko, and Merta [66]. The researchers 
aimed to differentiate 24 emotions referred to as Plutchik’s paraboloid 
of emotions [67]. The emotion is estimated by a Kalman filter. In the 
applied scheme, emotions were treated as measurement data and the 
Kalman filter provided a prediction of the future state, based on the past 
estimations. This approach is in an early stage of development. How-
ever, it is a promising approach with the capacity to expand its moni-
toring capabilities. Behaviours like ‘mates giving directions’ are only 
partially detectable with DMS type 2. A key aspect of that behaviour is 
the aspect of friendship that can lead a young person to perform risky 
driving actions. Studies on adolescents indicate that they build a sense of 
group identity while transitioning to adulthood [68]. This makes young 
drivers open to social influence, especially by friends [69]. This can be 
problematic when risk-seeking passengers exert their influence on the 
driver, who may be prompted to follow their instructions (e.g. to drive 
on to a one-way-road in order to take a shortcut). However, the aspect of 
friendship is not detectable by vision based or acoustic monitoring ap-
proaches and needs additional external data sources (e.g. social media 
data). 
A combination of information from internal and external cameras is 
crucial to identify behaviours like ‘attention roadside commercials’. 
However, in the current DMS research field no approach has as-of-yet 
been discussed that aims to identify driver distraction caused by road-
side commercials. Schemes that might provide a basis to create such a 
Type 2 DMS include the system of Abdi and Meddeb [70] who provide a 
solution for fast and accurate traffic sign recognition in real-time. Their 
system is based on Cascade Deep Learning and Augmented Reality. This 
allows augmented virtual objects to be superimposed onto a real scene in 
all driving situations like driving in the rain or night. As a result, the 
DMS of Abdi and Meddeb [70] can identify 35 frames per second with a 
detection accuracy of 99.42%. This approach can be combined with the 
DMS introduced by Ref. [71] who developed a vision based DMS Type 2 
that detects if a driver diverts their eyes away from the road. The system 
works in real time during day and night and achieved a detection ac-
curacy of 90% in a real car environment. Both systems combined create 
a promising starting point to identify ‘attention roadside commercials’. 
However, traffic sign recognition has the advantage that the design of a 
traffic signs does not change whereby commercial designers search for 
the most creative ways to attract a driver’s attention. 
For all other items marked in orange in Fig. 4, additional information 
from DMS Type 2 is not beneficial. Hence, they remain partially 
detectable. 
4.2.3. DMS Type 3 
Within the last type of DMS, two different technologies have been 
introduced by the Driver Alcohol Detection System for Safety (DADSS) 
research program to measure the level of alcohol consumed by a driver.2 
One approach is a breath-based system that is designed to analyse the 
concentration of alcohol when the driver exhales normally in the car. An 
alternative approach is to use a touch-based system integrated into a 
start button. By shining an infrared-light through the fingertip of the 
driver, this technology measures blood alcohol levels under the skin’s 
surface. As the legal alcohol limit can be programmed individually in the 
system, the integration of those DMS can detect the surveyed behaviour 
‘over the legal alcohol limit’ and prevent the car from moving. In 
particular, for young drivers a zero tolerance threshold can be pro-
grammed into the system, which may serve as a step forward in the 
detection of prohibited-substance driving. 
For all other items marked in orange in Fig. 4, additional information 
from intrusive biometric sensors do not lead to identification. Hence, 
they remain partially detectable. The identification of drug driving is not 
possible using DMS. Every person reacts differently to drug consump-
tion. That makes it almost impossible to identify drug driving without a 
quantitative or qualitative drug test that analyses hair, fingernails or 
blood, saliva and urine. 
5. Discussion and recommendations 
The car is not just a place where driving takes place. Beyond that, it 
constitutes an important space where music is experienced in group 
settings or conversations are held for social interaction (Merriman, 
2009). For that reason, driver distraction has become an increasing 
concern among policymakers, further re-enforced by the proliferation of 
the smartphone in recent years [8,72]. Young people show the highest 
affinity to perform distracting activities throughout a trip, in large part 
due to their underdeveloped driving and hazard perception skills [7,28, 
31]. This can be attributed to age related factors including their psy-
chosocial development that take place along their transition to adult-
hood [4,73]. To add to the debate of young driver protection, the 
presented study introduces an interdisciplinary SbD heuristic. The pro-
posed heuristic allows for the limits of DMS to be addressed, and 
improved safety benefits to be clarified on the back of representative 
data about young driver distraction. Three recommendations can be 
derived from this study, on the employment of DMS to manage young 
driver distractions in the next generation of cars:  
(1) The density of DMS Type 1 (i.e. vehicle motion data) is not sufficient 
to cope with the complex range of distracting activities that occur in 
the inside of a car. Car designers and technologists should employ 
DMS Type 2 (i.e. cameras & acoustic sensors) as it allows for the 
capture of rich information about humans, objects and their 
interaction. 
Overall, the proposed SbD heuristic highlights that the employment 
of DMS is a critical feature to manage the increasing risk of young driver 
distraction. However, designers and engineers need to take into account 
that the density of vehicle motion data made available by DMS Type 1 is 
not sufficient to identify distracting activities reliably. This limitation 
can only be overcome with the employment of DMS Type 2 where inside 
cameras and acoustic sensors represent central enablers. In particular, 
inside cameras can capture rich information about humans, objects and 
their interaction. Thereby they enable a rise in the magnitude, granu-
larity and scope of the ability to survey driver distractions. As such, 
distracting activities like talking to a passenger or eating and drinking 
while driving, that are most common among young drivers, can be 
reliably identified [63]. This information can then be relayed to the 
driver. This is also the case for the exacerbated use of the smartphone 
among young people. Luria [97] found that young drivers touch their 
phones 1.7 times per minute when driving a car. Several studies in 
recent years discovered that more than 65% of young drivers read texts 
or talk on their phone when operating a car [74–76]. Thereby young 
drivers not only use their smartphone for texting or talking on their 
phone. Moreover, actions like changing the music, surfing the internet 
or taking selfies while driving continue to spread [75,77]. In the context 
of smartphone distraction, however, the introduced heuristic also 
highlights the need for more specific information about smartphone 
usage. It is important to distinguish between activities like searching for 
music and sending a text message to provide the driver with compre-
hensible information within the feedback loop (see Fig. 3). In order to 
obtain this information density, additional acoustic sensors, and cam-
eras that can monitor the display of a smartphone need to be installed. 
One alternative approach, that is easier to implement and more 
cost-effective, is to access the data of smartphones [78]. The 2 https://www.dadss.org. 
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combination of different data-sources leads to our next recommendation 
for the employment of DMS to address the issue of young driver 
distraction.  
(2) Only the triangulation of DMS Type 1 and DMS Type 2 can reveal if a 
distraction actually adversely affects the driving style. This allows for 
distracted behaviour to be relayed back to the data subject in such a 
way that allows them to regather focus. 
As the proposed SbD heuristic illustrates, DMS Type 2 will continue 
to become very effective in identifying distracting activities. Neverthe-
less, this type of DMS alone will not be able to relay to the driver that the 
current distraction actually leads to risky driving behaviour. For 
instance, a young person driving in a bad mood may result in them 
driving over the speed limit [79]. In this scenario, DMS Type 2 can 
provide information about the driver’s emotional state (e.g. anger or 
frustration). This information, taken in isolation, is not helpful to make a 
driver understand the emotionally triggered risky driving (e.g. aggres-
sion related speeding). Therefore, additional information from DMS 
Type 1 is crucial as it ensures that ‘risky’ deviations from normal driving 
behaviour can be detected. The provision of plausible information is 
crucial to increase the acceptance of DMS in future generations of cars 
[80,81].  
(3) With the exception of drunk driving, intrusive biometric sensors are 
not required to cope with the challenge of young driver distraction. 
The employment of DMS Type 3 can provide rich data to track driver 
distraction [82–85]. However, the acquisition of this data with intrusive 
biometric sensors is most difficult compared to DMS Type 1 and DMS 
Type 2. Normally, sensors of this kind are expensive and hindering – 
attached somehow to the body of the driver and can affect or obstruct 
the driving experience [9]. Notwithstanding, the proposed SbD heuristic 
shows that further advancements in intrusive biometric sensors are not 
required to identify young driver distraction. A combination of DMS 
Type 1 and DMS Type 2 will be satisfactory, except for the detection of 
prohibited-substance driving. In this case, as shown by the DADSS, 
intrusive biometric sensors provide the most reliable solution. 
Overall, it turned out that DMS Type 2 (i.e. camera and acoustic 
sensors) constitutes a key enabler to gather reliable data from the inside 
of the car that can address the challenges of young driver distraction. 
However, it should be mentioned that the issue of driver distraction 
should not be researched from a single perspective. Although seemingly 
risky, not all presentations of distracted driving increase the probability 
of a crash event and driver endangerment per se. In this context, 
Choudhary and Velaga [86] found that the elevated likelihood of a crash 
due to conversing or texting on a phone can be balanced by a significant 
reduction of speed of about 30%. Likewise, Li, Oviedo-Trespalacios, 
Rakotonirainy, and Yan [87] showed that the occurrence of a 
safety-critical event can be notably reduced by the performance of 
risk-mitigation strategies that increase the time-to-collision (TTC) and 
thus expand reaction times. Moreover, Oviedo-Trespalacios, Haque, 
King, and Washington [88] found that drivers use the mobile phone 
more when the driving demands are low (e.g. stopped at a red light), 
which poses a form of tactical self-regulation to maintain an adequate 
level of safety. In addition, recent research findings from Onate-Vega, 
Oviedo-Trespalacios, and King [89] support the idea that there exist 
some distracting behaviours (i.e. talking in a phone) that do not 
significantly impact the behaviour of a driver. For all those reasons, 
researchers and practitioners should not aim for DMS that merely 
identifies distracting behaviours. On top of that, intelligent DMS should 
be able to recognise compensatory behaviours (e.g. reduction of speed) 
to avoid false alarms and thereby increase reliability and trust from a 
driver perspective. That, however, appears challenging from a more 
public perspective in terms of balancing the law with compensatory 
actions. Lastly, the acquired knowledge in the emerging research field 
on self-regulation is critical for engineers to create targeted feedback 
loops that support drivers to perform distracting activities by providing 
information about conditions where safe vehicle dynamics and road 
traffic conditions are met [87], or how to take appropriate compensa-
tory behaviour. 
Lastly, it is vital to consider what our commitment to such systems 
means for moral, social and political values, including the value of pri-
vacy [90–92]. A range of decisions by policymakers stimulated the rise 
of the cars over competitor transport mode in recent years [93–95]. 
Policymakers must find a trade-off between data privacy and the pro-
tection of human lives in road traffic. Most importantly, the access to all 
this user specific data must be defined appropriately. There is an argu-
ment that other stakeholders besides the original equipment manufac-
turers should have access to the data. This ensures a transparent and fair 
data analysis to understand and reflect the risk of specific distracting 
behaviours. The respective stakeholders in question are motor insurers, 
research institutions and other stakeholders that can contribute their 
experience in the field of risk management and driver distraction. 
However, in order to consider the user as a data subject, the data sov-
ereignty needs to be defined in a harmonised way. Furthermore, the 
question of how to communicate the feedback on driver distraction to a 
young person effectively needs to be elaborated upon. Therefore, 
governmental investments in research projects that target the 
human-machine interface in different contexts, such as driver education, 
driver warning and protection, or driver entertainment are fundamental 
to increase road safety during the transition period towards a fully 
automated driving environment. 
6. Limitations 
This research is subject to several limitations. First, we focus on the 
German young driver population. Consequently, it only allows for con-
clusions to be drawn in the context of distracting behaviours performed 
by German young drivers. For other young driver populations, a cultural 
and socially adequate adjustment of the first part of the presented SbD 
heuristic (Fig. 1) is needed to be able to gather reliable data on the 
performance of distracting behaviours. Furthermore, it should be noted 
that the minimum age at which young drivers can obtain a driver licence 
varies around the world. German drivers can acquire a driving licence 
and drive unattended at the age of 18, whereas in the United States 
young people can obtain a driver licence at the age of 14 in a number of 
states. That said, researchers should take into account that young people 
aged 14 (i.e. early adolescence) are going through a different stage of 
adolescence to their older counterparts, which might influence the 
performance of distracting behaviours. To address this limitation, 
further research should be dedicated to the influence of the stages of 
adolescence on the occurrence of distracting activities inside the car. A 
further limitation of this research is its focus on young drivers, which 
ignores the distracting behaviours performed by older drivers. As such, 
the performance of distracting behaviours that can be related to age 
might not be transferable to more experienced drivers. Thus, further 
research should aim for a larger, stratified sample of drivers, that will 
allow the results to be generalised to the driving population in Germany. 
Given the self-reporting basis of the BYNDS, the probability of response 
errors due to the issue of social desirable response (SDR) should also be 
taken into account. Nevertheless, Lajunen and Summala [96] justifies 
the assumption that the impact of SDR is relatively minor. Finally, the 
topic of DMS is extremely comprehensive which makes it difficult to 
provide a systematic review of research in this field. At the same time, 
this research might be strengthened by bringing together the field of 
social science and DMS research to leverage promising synergy effects 
by a novel interdisciplinary SbD heuristic. 
7. Conclusion 
Road vehicles have been an important component of our society for 
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over a century [95]. What occurs within a car is a reflection of wider 
social forces and this inevitably feeds into driving behaviours. This 
paper examines how new developments in technology may be able to 
alleviate some road safety risks. This study proposes a SbD heuristic that 
illustrates the effectiveness of DMS to address the emerging risk of young 
driver distraction within the next generations of cars. As stated, there 
exists a wide range of DMS that needs to be interconnected and adapted 
to identify the diverse range of risky driving behaviours that young 
drivers engage in. Nevertheless, designers and technologist need to take 
into account that, in particular, the introduction of DMS Type 2 (i.e. 
cameras and acoustic sensors) constitutes a key avenue to address the 
limitations of DMS and to improve safety benefits in the context of 
young driver distraction. This outcome opens a range of new ethical 
questions that cannot be answered in the short term. In particular, DMS 
Type 2, and its combination with DMS Type 1 have the potential to 
reveal behavioural traits as yet unseen or withheld. Many persons will 
feel discomfort when facing indiscriminate camera use even in the face 
of more responsible driving behaviour. Thereby the mere existence of 
these type of surveillance instruments might have the impact of deter-
ring drivers from risky behaviour. However, due to its interdisciplinary 
origin, this research provides a reasonable basis to guide a further dis-
cussion about the trade-off between data use and the unnecessary loss of 
young lives. Policymakers should address the trade-off between driver 
independence and safety, and define regulations that seek to arrive at a 
balance between the value of life and privacy at a pan-European level. 
Only then can the design and employment of well-functioning and 
innovative interfaces, artefacts and information services be achievable, 
in order to reach a higher level of driving safety for young people. 
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